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COURSE LEARNING OUTCOMES:  
      
Upon successful completion of this course, students will be able to: 
1. Use basic Linux commands commonly needed for digital forensics tools. 
2. Describe Linux file systems and disk management techniques. 
3. Organize files and directories within the Linux file system. 
4. Configure a Linux working environment. 
5. Create Linux shell scripts. 
 
COURSE MATERIALS:  
1. Blum, R. & Varsalone, J. Linux Fundamentals. Jones & Bartlett, 2016.  
eText ISBN: 978-1-284-10805-7  
 
COURSE REQUIREMENTS: 
 The successful completion of semester exams and final exam.  
 The completion of all written assignments and Linux projects.  
 The completion of all assigned readings and homework. 
 Attendance and class participation. Students are required to attend classes.  
 
An essential element of this course includes information literacy. “Information Literacy” is the evaluation and 
assessment of integrated information. Students will be able to locate, discern, and effectively use information to 
solve issues and/or problems. 
 
  
COURSE NUMBER & NAME: CST 135 - Linux Fundamentals 
 
LECTURE/LAB HOURS: 3 lecture hours per week 
 
CREDITS: 3 credit hours 
 
PREREQUISITES:  ENG 097, MAT 017 or MAT 019/021 or MAT 022  
 
COURSE DESCRIPTION: This course introduces the Linux operating system and its 
applicability to digital forensics.  Topics include Linux scripting, installation, configuration, 
boot loaders, mounting drives and images, process control, user and group administration, file 
systems administration and management, as well as setting up a secure Linux login 
environment. 
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EVALUATION METHODS:  
 
Student performance will be evaluated using the following categories, and the final grade will be calculated 
using the following percentages: 
 
 Attendance and Class Participation    10%  
 Written Assignments      20% 
 Linux Projects       30% 
 Semester Exams      20% 
 Final Exam        20% 
 
CLASS SCHEDULE:  
 
Week Unit/Content Learning Activities 
ONE The Linux operating system and kernel, 
GNU utilities, Linux desktop environments, 
Accessibility features in Linux, and Linux 
distributions. 
Readings:  Chapter 1: Linux 
Basics in Blum text.  
Written assignment. 
TWO Common Linux desktop and server 
applications, and how to install new 
applications in the Linux desktop 
environment. 
Readings:  Chapter 2: Linux 
and Software in Blum text 
through the "Installing 
Applications in the Linux 
Desktop Environment" 
section. 
Written assignment. 
THREE Linux software package management, and 
how to use source code to install 
applications. 
Readings:  Chapter 2: Linux 
and Software in Blum text 
from the "Features for 
Handling Software 
Management" section to the 
end of the chapter. 
Written assignment. 
Linux Project 1. 
FOUR Linux device driver modules, communicate 
with hardware, detect and work with hot 
plug devices, and work with USB devices. 
Readings:  Chapter 3: Linux 
and Hardware in Blum text. 
Written assignment. 
 
FIVE The Linux boot process, firmware startup, 
Linux boot loaders, and process 
initialization methods. 
Semester Exam I 
Readings:  Chapter 4: Booting 
Linux in Blum text. 
Written assignment. 
SIX Disk types, Linux partitioning tools, mount 
and make file systems, use file system 
maintenance tools, and the Linux 
Filesystem Hierarchy Standard. 
Readings:  Chapter 5: Making 
File Systems in Blum text. 
Written assignment. 
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SEVEN The Linux shell, start the Linux shell, and 
run commands in the shell. 
 
Readings:  Chapter 6: 
Command Line Basics in Blum 
text through the "Shell Basics" 
section. 
Written assignment. 
EIGHT Redirect input and output in the Linux shell, 
and use environment variables to store data 
in the shell. 
 
Readings:  Chapter 6: 
Command Line Basics in 
Blum text from the 
"Redirecting Input and 
Output" section to the end of 
the chapter. 
Written assignment. 
NINE Navigate the Linux filesystem, how Linux 
handles files, list files and directories from 
the Linux command line, and create and 
delete directories from the Linux command 
line. 
Readings:  Chapter 7: File 
Management of Blum text 
through the "Directory 
Handling" section 
Written assignment. 
Linux Project 2. 
TEN Manage files from the Linux command line, 
use wildcards and quotes with Linux file 
names, and compress and archive files and 
directories from the Linux command line. 
Semester Exam II 
Readings:  Chapter 7: File 
Management in Blum text 
from the "File Handling" 
section to the end of the 
chapter. 
Written assignment. 
ELEVEN view and edit text files from the command 
line, use Linux data manipulation 
commands, and use regular expressions to 
work with data searching and manipulation. 
Readings:  Chapter 8: Working 
with Text Files in Blum text  
through the "Using Regular 
Expressions" section. 
Written assignment. 
TWELVE To create and use shell scripts to automate 
Linux processes, and to create and use SQL 
text files. 
 
Readings:  Chapter 8: Working 
with Text Files in Blum text 
from the "Running Shell 
Scripts" section to the end of 
the chapter. 
Written assignment. 
Linux Project 3. 
THIRTEEN Linux processes, Linux networking, 
transmission Control Protocol/Internet 
Protocol (TCP/IP), server configuration, 
and running services at startup. 
Readings:  Chapter 9: System 
Administration in Blum text. 
Written assignment. 
FOURTEEN Linux user accounts, Linux file and folder 
permissions, and Linux printer 
management. 
Reading: Chapter 10: 
Advanced Administration in 
Blum text. 
Written assignment. 
FIFTEEN Final Exam  
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SUGGESTED TEACHING METHODOLOGIES: (e.g. group presentations, research paper, lecture) 
 
Lecture, demonstrations, small group work, Linux projects, video resources, and websites. 
 
 
MAPPING COURSE LEARNING OUTCOMES 
to LEARNING ACTIVITIES and EVALUATION METHODS 
 
  
Course Learning Outcomes 
(CLOs) 
 
 
Learning Activities 
 
Evaluation Methods 
 
Use basic Linux commands 
commonly needed for digital 
forensics tools. 
Lectures, class discussions, video 
clips and written assignments on the 
materials in chapters 2-8 of the 
Blum text. 
Semester exams, final exams, 
graded assignments, and Linux 
projects. 
Describe Linux file systems and 
disk management techniques. 
 
Lectures, class discussions, video 
clips and written assignments on the 
material in chapter 5 of the Blum 
text. 
Semester exams, final exams, 
graded assignments, and Linux 
projects. 
Organize files and directories 
within the Linux file system. 
 
 
Lectures, class discussions, video 
clips and written assignments on the 
material in chapter 6 of the Blum 
text. 
Semester exams, final exams, 
graded assignments, and Linux 
projects. 
Configure a Linux working 
environment. 
 
Lectures, class discussions, video 
clips and written assignments on the 
material in chapters 2, 6, 9, and 10 
of the Blum text. 
Semester exams, final exams, 
graded assignments, and Linux 
projects. 
Create Linux shell scripts. 
 
Lectures, class discussions, video 
clips and written assignments on the 
material in chapters 6 and 12 of the 
Blum text. 
Semester exams, final exams, 
graded assignments, and Linux 
projects. 
 
